ABSTRACT Cellular automata (CA)-based pseudorandom number generators (PRNGs) have been proposed over the last 20 years. Although CA PRNGs in 2 or more dimensions provide the high randomness quality, the hardware complexity is inferior to 1-dimension CA PRNGs. However, the randomness quality of 1-dimension CA PRNG for non-linear CA rules is inferior to other CA PRNGs. In this paper, a novel CA PRNG based on concept of target & reference cells in 1-dimension is proposed. This concept is that the reference distinguish between target CA cells and reference CA cells. The complexity of the proposed scheme not only provides similar to 2-state, 3-neighborhood CA but reduce the correlation coefficient between the generated global states. To evaluate the randomness quality of the proposed method, the ENT and DIEHARD test suites are utilized. As the results, the randomness quality of the proposed scheme is superior to or equal to the previous works.
Introduction
A study of the pseudorandom number generation algorithm has been active over the last 30 years. Recently, emphasized the important of the OTP (One-time Password), the researches of pseudorandom number generation are performed in perspective of the security, efficiency and lowpower consumption. General algorithms for pseudorandom number generation is based on the difficulty of solving the mathematical [1, 2] . These are have the properties that are heavy mathematical computation and high hardware complexity. So the cellular automata-based pseudorandom number generation algorithm can complement the disadvantages of general algorithms.
A cellular automta (CA) is among the oldest model of natural computing, dating back over half a century. A CA was researched for the theory of evolution in biology, PRNG in computing and so on. In the middle 1960s, the concept of a CA was first introduced by von Neumann [3] for a proposal of modeling biological self-reproduction.
His primary interest was to derive the computationally universal cellular space. Afterward, a new phase of activities was started by Wolfram [4] , who pioneered the investigation of CA as a mathematical model for self-organizing statistical systems.
CA-based PRNGs have been proposed with variety conditions and environments [7, 6, 5, 8, 9] because a CA provides a simple structure and the regular design in hardware and preserves that the randomness quality equals to CSPRNGs. Recent interest has been focused on twodimension (2-D) or 3-D CA PRNGs with evolutionary algorithms, since, statistically, the point has been established that the quality of randomness of a 2-D or 3-D CA is significantly better than a 1-D CA. The point of views of complexity and efficiency in CA, however, what superior of between 1-D, 2-D or 3-D CA PRNGs is quite difficult.
In this paper, a novel CA PRNG based on concept of the target and reference cells is proposed. In the proposed scheme, a new reference technique which is the distinction between target CA cell and reference CA cell is used. The complexity of the proposed scheme not only provides similar to 2-state 3-neighborhood CA but reduce the correlation coefficient between the generated global states. To evaluate the randomness quality of the proposed method, the ENT [11] and DIEHARD [10] test suites are utilized. As the results, the randomness quality of the proposed scheme is superior to or equal to the previous works [6, 8, 9] . Also, the proposed scheme reduces the correlation coefficient between the generated global states by SCC and Run tests. This paper is organized as follows. Section 2 introduce CA and the previous CA PRNGs, respectively. The main concept and process of the proposed scheme is discussed in Section 3. Section 4 presents the experimental results. Finally, Section 5 gives the conclusions.
The Related Works
In this section, the concepts and related works for cellular automata are introduced.
Cellular automata
Generally, a cellular automata (CA) composes of an array of cells (i.e., the neighborhood and dimension), a finite number of possible states, updated synchronously in discrete time steps, according to a boundary and identical interaction a rule. A typical CA is 2-state, 3-neighborhood evolution with some deterministic rule that depends only on local neighbors in 1-dimension. The means of 2-state and 3-neighborhood indicate 0 & 1 and a self, a left and a right for cell position, respectively. The dimension according to the arrangement of CA cells is determined. If the arrangement of CA cells is straight, grid and cube, the dimension is one, two and three, respectively. In other words, the identical interaction a rule is also called the next state function. Because the next state of a cell is assumed to depend on itself and on its neighbors, and the cells evolve in discrete time steps according to some deterministic rule that depends only on local neighbors.
The next-state function for typical CA can be expressed as following equation (1):
where f denotes the local function realized with a combinational logic such as AND, OR, XOR, and NOT, i is the position of an individual in the one-dimensional array of cell, t is the tth time step, s i (t) is the output state of the ith cell at the tth time step, and s i (t + 1) is the output state of the ith cell at the (t + 1)th time step.
CA are said to be a Null Boundary CA if the left (or right) neighbor of the leftmost (or rightmost) terminal cell is connected to logic 0-state, and Periodic Boundary CA if the extreme cells are adjacent to each other.
Previous works
A CA PRNG for built-in self-test (BIST) was proposed by Hortensius et al [5] in 1983 for the first time. In Hortensius et al.'s paper, the evaluations for the randomness quality, a cycle length and a topology for rule 30, 30 & 45 and 90 & 150 were presented. After that, controllable CA (CCA) PRNG [8] and self-programmable CA (SPCA) PRNG [9] were proposed by Guan et al. To increase the randomness quality, he used control signals which are cell and rule control signals. In 2004, Seredynski et al. proposed CA PRNG with a genetic algorithm. This algorithm is self-adapting strategies for searching, based on the random exploration of the solution space coupled with a memory component which enables the algorithms to learn the optimal search path from experience.
In the meantime, the 2-D CA was first proposed by Chowdhury et al.. After that, Tommassini et al. and Guan et al. were proposed for 2-D CA. In the final phase of these PRNGs, structures are constructed by an ad-hoc method which is a genetic algorithm. In Tomassini et al.'s PRNG [?] , every cell of the evolving CA assigns a fitness function value and rule number which decides the result of the evolved cell by the fitness function value. Guan et al.'s PRNGs [13] are constructed from an asymmetric neighborhood (5×10) and 2-D lattice (15×3, 7×6) CA structure for reducing a number of cells.
The Proposed Scheme
In this section, the main concept and evolution process of the proposed scheme is described.
The main concept
The purpose of the pseudorandom number generators (PRNGs) is similar to the generation random number that has high randomness quality. Also, the good PRNG satisfies the non-prediction of next sequence in perspective of cryptography. In the previous CA-based PRNGs, these are On the other hand, the property of non-linear CA-based PRNGs has that the randomness quality of these is inferior to the linear CA-based PRNGs. However, they have a specialized random sequence that is called a "ρ" form. If non-circulation portion is used in order to generate the pseudorandom number, it can be a unique. But the randomness quality of non-linear CA-based PRNGs are inferior to the randomness quality of linear CA-based PRNGs in practice [16] .
In the meantime, consider the hybrid technique between linear rules and non-linear rules for CA PRNG. This technique could be to generate the random number, but it cannot be a complete solution for the reduction of correlation coefficient between generated PRNG sequences. Hence, we should consider how to generate random numbers in a new perspective. In this paper, a novel CA PRNG based on concept of target & reference cells is proposed. In the previous works, target and reference cells are at the same array in order to evolve the next state. That is, a self, a left and a right cells choose one position of an array of continuous cells in 2-state 3-neighborhood CA evolution. In this case, a self indicates the target cell in order to evolve the next state. On the other hand, a left and a right indicate the reference cells because to help for evolution of a self cell. For example, if the target cell is cell 1, the reference cells are cell 0 and 2 on CA rule 150 in Figure 1.(b) . Also, the reference cells are cell 1 and 3 when the target cell is cell 2. Figure 1 . The basic concepts of typical CA evolution between the previous and the proposed methods: (a) the previous method with periodic boundary, (b) the proposed method However, the proposed scheme distinguish between the target cell and reference cell. i.e., it evolved differently for each target cell and reference cell. Figure 4 shows the basic concepts of typical CA evolution between the previous and the proposed methods. To evolve the next state, in Figure 4 .(a), the previous method with 2-state, 3-neighborhood CA selects a cell position (i.e., a self, left and right cells) of an array of continuous cells. In Figure 4 .(b), on the other hand, the proposed method selects to distinguish between the target and reference. First of all, the CA evolution of the target cells with the reference cells is performed. Then, the CA evolution of the reference cells is performed. In this evolution process, only reference cells are involved. Even if the area and time complexities of this process is more than those of the previous works, it can be used to generate pseudorandom numbers which have the high quality of randomness. This fact will be demonstrated in the experimental results. Also, the proposed scheme is based on typical CA.
The evolution function of the proposed scheme can be expressed as the following equation (2) & (3) by two types: the target and the reference evolution functions.
where cl indicates an abbreviation of the combinational logic. Figure 5 shows a flowchart of evolution process in the proposed scheme. One round consists of two phases. The stepby-step process is explained as follows. 
The evolution process

Initial phase
The 2l-bit initial seed is randomly generated. Then, the seed divides into two parts, odd part and even part. The means of odd and even parts are fixed by the reference and the target, respectively. The initial values seed is stored in G (0) (called a Global states in 1-D CA). G (t) consists of s 0 (t), s 1 (t), ..., s 2l (t). The time step index t is fixed by 0.
Evolution phase
In this phase, the target evolution is performed for first, and then reference evolution is performed. To evolve the next state s 2i (t + 1), the CA rules are decided and different CA rules should be chosen for two evolutions in the present state s 2i (t). In first step, the input is G (0) and t = 0 because the initial phase. The detailed steps are as follows.
Input: G (t)
Output: G (t+1)
Step 1: Decide two different CA rules for the target and reference evolutions. If CA rule for target evolution is chosen by linear rules, then CA rule for reference evolution should be chosen by non-linear rules, and vice versa.
Step 2: Evolve the next state s 2i (t + 1) for target cells by selected CA rule and Equation (2).
Step 3: Evolve the next state s 2i−1 (t + 1) for reference cells by selected CA rule and Equation (3). And 
The Experiments
In this Section, the randomness qualities between the proposed scheme and the previous works are analyzed.
The measurement tools
To estimate the randomness quality, the ENT [11] and DIEHARD [10] test suites were utilized in this paper.
In 1998, the ENT test was introduced for the first time. In this paper, the three tests which are the Entropy test, Chi-square test, and SCC test are chosen. Generally, before testing a better quality with the DIEHARD test suite, it is first subjected to the ENT test [11] .
Georges Marsaglia from the Florida State University has devised a set of powerful statistical tests for testing randomness of sequences of numbers, called the DIEHARD battery of randomness tests.
The DIEHARD test suite has 18 different and independent statistical tests. Results of tests are called "pvalues" that means are real, between 0 and 1. For any given test, smaller p-value means better test result.
Most of the tests in DIEHARD return a p-value, which should be uniform on 0 ≤ p < 1 if the seed contains truly independent random bits. Those p-values are obtained by p = f (X), where f is the assumed distribution of the sample random variable X ∼ N (µ, σ 2 ) (That is, N , µ and σ 2 indicate the abbreviation of normal distribution, mean and variance, respectively). But that assumed f is just an asymptotic approximation, for which the fit will be worst in the tails. By all means, a p < 0.025 or p > 0.975 means that the RNG has "failed the test at the 0.05 level" [10] .
The experimental results
The proposed scheme produces a 2l-bit output sequence in each round. DIEHARD test suite requires a minimum of 10 MB regarding random number sequences. The proposed scheme needs (8 × 10 7 ) ÷ 2l time rounds for DIEHARD test. On the other hand, ENT test suite requires fewer random number sequences, but the test is executed with the same 10 MB sequence for convenience and the next DIEHARD test. In the experiment, the generated bit sequence per a round and the number of rounds were fixed by 8 MB (=8,000,000-bit) and 50, respectively. A total of different 50 experiments were performed repeatedly. Table 2 shows the result of the ENT test suite. In Table 5 , a typical CA indicates the evolution with 2-state, 3-neighborhood in 1-D. The linear CA rules (LR) and nonlinear CA rules (NLR) were randomly selected in typical CA for each experiment. The mean of LR-LR, NLR-NLR, LR-NLR and NLR-LR is the combination sequences for target & reference cells. That is, LR-NLR applies linear CA rules and non-linear CA rules for target and reference cells, respectively. In typical CA, the randomness qualities (Entropy, Chi-square and SCC values) of LR is superior to those of NLR and this result was proved as mentioned earlier. In the mean time, the results of the previous works for Entropy and Chi-square tests were similar to the proposed scheme. However, the SCC results of the proposed scheme for LR-NLR and NLR-LR were superior to the previous works because these combinations provide a low correlation coefficient between global states. Therefore, the correlation coefficient between G (t) and G (t+1) in the proposed scheme was reduced. This results intimate that even if the current secret key sequences are known, we cannot predict the next key sequence in the perspective of cryptography.
Next, the results of the DIEHARD test suite in the proposed scheme are discussed. In Table 3 and 4, the results of the DIEHARD test suite are shown and a mean of pass is considered when all p-values are exceeded by more than 80% and 95% at the significance level of 0.05, respectively. In Table 3 , the previous works and the proposed scheme were compared. The randomness qualities of the proposed scheme were superior to those of the previous works. In Table 4 , LR-LR, LR-NLR and NLR-LR were compared for uniform CA rules and hybrid CA rules.
The best randomness quality provides LR-NLR and LR-LR for uniform CA rules. On the other hand, NLR-LR for uniform CA rules was similar to LR-LR for hybrid CA rules. In the Runs test, meantime, rules for the proposed scheme were passed. This result implies that the correlation coefficient between G (t) and G (t+1) in the proposed scheme was reduced. Because, the runs test analyzes the occurrence of similar events that are separated by events that are different.
Conclusion
In this paper, a novel CA PRNG based on concept target and reference cells was proposed. To achieve the high random quality and reduce the correlation coefficient between global states, a new reference technique which is the distinction between the target cell and the reference cell was used. This technique has a disadvantage which cannot apply the parallel evolution for CA cells, but reduces the correlation coefficient between generated global states. The reduction of correlation coefficient is a very important in the perspective of pseudorandom number generation. As the result, the randomness quality and the correlation coefficient between G (t) and G (t+1) of the proposed scheme was superior to or equal to the typical CA evolution. LR-LR and LR-NLR for uniform CA rules provided the best randomness qualities. 
